SO Y TE TINH AN GIANG CONG HOA XA HQI CHU NGHIA VIET NAM
TRUNG TAM Y TE KIEN HAI Déc lap — Tu do — Hanh Phiic

84:.00) /TTYT-TCHC Kién Hai, ngay 30 théng 7 ndm 2025

V/v théng bao tinh hinh hoat dong tin
cOng mang, gian di€p mang tai Viét
Nam thoi gian qua

Kinh gtri: Phong, khoa va cac Tram Y té.

Thyc hién Cong van s6 524/SYT — CNTT ngay 29 thang 7 nam 2025 cua
S& Y té tinh An Giang vé viéc thong béo tinh hinh hoat dong tn céng mang,
gian dié€p mang tai Viét Nam thoi gian qua.

Trung tim Y té Kién Hai d& nghi lanh dao phong, khoa va cac Tram Y té
trién khai, quan triét noi dung Cong van s6 230/UBND-KGVX ngay 28/7/2025
ctia UBND tinh An Giang vé viéc thdng bdo tinh hinh hoat déng tan cong mang,
gian diép mang tai Viét Nam thoi gian qua, dén toan thé vién chirc va nguoi lao
dong thudce quyén quan ly biét va thuc hién.

(dinh kem cong van)
Nhén dugc cong vin nay dé nghi lanh dao phong, khoa va cac Tram Y té
quan tdm thuc hién./.

Noi nhin: KT. GIAM POC
- Nhu kinh gii; PHO GIAM DOC
-Trang VPDT Trung tim,;
- Luu: VT, TCHC, pthuy.

Nguyén Vin Cén



UBND TINH AN GIANG

h , CONG HOA XA HOI CHU NGHIA VIET NAM
SOY TE

Poc 1ap - Tw do - Hanh phuc

S6: 524 /SYT-CNTTTT

V/v théng bao tinh hinh hoat dong tan
cong mang, gian di€p mang tai Viét Nam
thoi gian qua

An Giang, ngay 29 thang 7 ndm 2025

Kinh gtri: Céac co quan, don vi thudc, truc thudoc S& 'Y té

Thuc hién‘C()ng van sb 230/UBND-KGVX ngay 28/7/2025 ctia UBND
tinh An Giang v€ viéc thong bdo tinh hinh hoat dong tdn cong mang, gian diép
mang tai Viét Nam thoi gian qua (dinh kem);

S& Y té trién khai Cong van sb 230/UBND-KGVX dén cac co quan, don
vi thudc, trye thude bi€t, thye hién./.— -~

Noi nhin: KT. GIAM bOC
- Nhu trén; Y]

- GD va cac PGD SYT (& blc);
- Trang Vin phong dién tir SYT;
-Luu: VT, CNTTTT.




UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM

TINH AN GIANG Déc lap - Tw do - Hanh phuc
S6: 230 /UBND-KGVX An Giang, ngay 28 thdang 7 nam 2025

\{/V thong béo tinh hinh hoat dong
tan cong mang, gian di€p mang tai
Viét Nam thot gian qua

Kinh gtn:
- C4c S¢, ban, nganh tinh;
- Uy ban nhan dén x4, phudng, dic khu;
- Céc t6 chure, doanh nghiép nha nudc trén dia ban tinh.

Thot gian qua, cac nhom tin tic, gian di€ép mang véi su hiu thuan ctia
chinh phu cac nuéce gia tdng hoat dong, thuc hi€n cac chién dich tan cOng mang
nhim vao hé théng mang, ha tang quan trong dé pha hoai, danh cip thong tin, dir
liéu. Tai Viét Nam, tinh hinh an ninh mang tiép tuc dién bién phuc tap, tiém an
nguy co mat an ninh mang, an toan thong tin, 16, mat bi mat nha nudc (BMNN)
trén khong gian mang. Hoat dong tin cong, gian diép mang khong chi de doa
xam pham an ninh co sé& ha tang trong yéu, 16, mat bi mat nha nudc, dong thoi
con gdy thiét hai ning né vé tai chinh, danh tiéng, do tin cdy cua co quan, to
chtre, doanh nghiép bi tan cong, cu thé:

1. Tinh hinh hoat dong tdn cong mang, gian diép mang

Trude thuc trang du tu, xay dung hé théng thong tin tai mdt sd co quan,
don vi chua déng bo, duge xay dyng tir 1au, theo cong nghé cii, ton tai nhiéu
diém yéu, 16 hdng bao mat, cung v6i d6 nhan thuc va y thic chap hanh, thyuc
hién cac quy dinh bdo dadm an ninh mang, bao v¢ BMNN cta mot bd phan can
bd, cong chirc chua thuc su nghi€ém, cdc nhom tin tdc , co quan ddc biét nudc
ngodi da triét dé 1oi dung, & chuc cac chién dich tan cong gian diép mang nguy
hiém, thudng truc nhim vao cac co quan Trung wong, nhiéu tinh, thanh co vj tri
quan trong, chién luge vé kinh t€, qudc phong, an ninh ciing nhu ha ting trong
yéu vé nang luong, giao thong, hang khong, cang bién. ..

Hoat dong cta cac nhom tin tac hét suc tinh vi, st dung cac dong ma doc
nguy hiém duoc thiét ké riéng cho timg muc tiéu, tmg dung tri tué¢ nhan tao tan
cong, chiém quyén diéu khién hé thong thong tin ctia chinh quyén cac cip, céc
co quan, don vi khdi kinh té tu nhan lam ban dap, tdn cong leo thang cac hé
thong thong tin trong yéu ctia Pang, Nha nudc, ty dong danh cip giri tai liéu ra
bén ngoai ngay ca cach ly vé mit vat Iy véi mang Internet nhu: Hé thong phuc
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vu hoat dong hanh chinh cdng, Dich vu cong, mdt ctra..., hé théng thu dién ttr
cong vu, hé thong Quan 1y vin ban va Piéu hanh phuc vu hoat dong quan 1y,
diéu hanh tac nghiép... tir d6, cac ddi tuong tin tic da kiém soat, thu thap nhiéu
tai liéu ndi bo, quan trong vé hoat dong chi dao, diéu hanh chinh quyén céac cap;
viéc xdy dung, trién khai cac dé an, du an phat trién kinh té - xa hdi, cong tac
qudc phong - an ninh; két qua thanh tra, kiém tra xtr 1y cac vu viéc nong, phirc
tap, kéo dai tai cac dia phuong,

2. Vé phuong thure, thi doan tin cong mang, gian diép mang

Qua phan tich, cdc nhom tin tdc, gian di€p mang nudc ngoai st dung
nhiéu phuong thirc, thi doan méi vo cung tinh vi, nguy hiém nhiam tin cong cé
cht dich vao cac hé théng ctia cac co quan trong yéu dé kiém soat, phat tan ma
doc va chiém doat thong tin, tai li€u nhur:

(1) Tan cong phi k¥ thudt, nhat 1 tin cong lira dao (Phishing) 1a phuong
thtc tAn cong mang phd bién, trong d6 ngudi dung bi lira dao, dan du mo duong
dan hoic tap tin ddc hai trén cac nén tang truc tuyén, thu dién tr (Email, Zimbra
va Roundcube) thong qua tin nhin mao danh tai liéu hoi nghi, dé nghi cOng tac,
moi tham du sy kién, tuyén dung, moi quang cdo... dé phat tin ma doc hay danh
cip thong tin nhay cam ctia nan nhan trong muc tiéu;

(2) Thiét ké cac ma doc moi, dung riéng nhim vao cac co quan trong yéu;
str dung cac ung dung thong thuong dé kich hoat, giai ma va thuc thi cac tép tin
chtra doan ma ddc hai; sir dung co ché tai lay nhiém mdi khi hé thong khéi dong
lai. Do vay, mic du hé thong da dugc trién khai phan mém diét virus va giai
phap bao v¢, giam sat an ninh mang ctia cac don vi nhung van khong thé phat
hién duge. Cac ma doc nay chi duge phat hi€n qua bién phap k¥ thuat chuyén
biét va duoc phan tich k§ phuong thirc hoat dong thong qua trién khai cac bién
phap dau tranh ctia Bo Cong an;

(3) Khai thac 16 hong bao mat Zero-day trén cac tmg dung, phan mém vin
phong phé bién (nhu Microsoft office, PDF reader) dé dinh kém ma ddc vao cac
tap tin vin ban, 1y nhiém vao mdy tinh, thiét bj khi ngudi dung mé tap tin;

(4) T4n cong chudi cung ung thong qua loi dung dich vu luu trit ddm may
(Google Drive, OneDrive), kho Iuu trit phan mém (PyPI), nén tang quan 1y ma
ngudn (Github, Bitbucket) hay gia mao cdc phin mém hop phap (ban cap nhat
Java, 7-zip) dé 1ay nhiém ma doc vao hé théng mang ctia muyc tiéu;

(5) Str dung ddng thoi nhiéu dong ma doc khac nhau dé tan cong, xAm
nhap, khdng ché hé théng mang. Pic biét, cac dong ma doc gian diép nay co co
ché thong minh, tmg dung tri tué nhan tao (AI) dé khai thac 16 héng hé théng,
xam nhap sau, lan rong, ddng thdi 4n minh qua chinh cac may cha phong chdng
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virus, két hop véi nhiéu kich ban tAn cong ma néu khong duoc phat hién, boc gd
triét dé, ching sé& lai tai kiém so4t, khong ché toan bo mang;

(6) Str dung ma doc tong tién (Ransomware) nhdm vao cic muc tiéu co s&
ha tAng quan trong nhu y té, tai chinh, giao thong vén tai va tién ich cong cong;

(7) Tan cong khai thac, 156 hong bao mat trén cac may chi co quyén quan
tri trong hé thong may chil quan tri mién, may chi phong chéng ma doc tap
trung va lo1 dung chinh nhimg thiét bi bao mat nay dé trién khai cac kich ban tan
cong Xuéng may tram nhim han ché dé lai diu vét va duy tri tinh trang kiém
soat;

(8) Sir dung nhiéu may chi, mdy tram trong hé théng 1am cac diém trung
chuyén tai liéu va kho ma doc trung gian, tir d6 két ndi dén mang ludi may chu
diéu khién rong 16n, voi nhiéu may chi du phong dé duy tri tinh trang kiém soat
hé théng.

3. Nguyén nhan dan dén tinh trang mat an ninh mang, an toan thong tin,
16, mat BMNN trén khong gian mang, chu yéu 1a do:

(1) Cac co quan, don vi, to chirc, doanh nghiép, dia phuong chua trién
khai ddy du cc bién phap bao vé an ninh mang, bao dam an toan thong tin theo
quy dinh, gdy kho khin cho cong tac phat hién, ngin chin, xtr 1y hoat dong tan
cong mang, gian diép mang trén cac hé théng thong tin thudc pham vi quan 1y;

(2) Nhan thirc, y thitc cua mét bd phan khong nhé 1anh dao, can b, cong
chtrc, vién chire tai cac s¢, ban, nganh, dia phuong, td chtrc, doanh nghiép con
cht quan, mat canh giac, chua chip hanh ding cac quy dinh vé bio dam an ninh
mang, bdo v€ BMNN, bao v€ dit li€u ca nhan; trach nhi€ém ctia ngudi ding dau
chua dugc thé hién 15, dan dén nhiéu chinh sach ctia Pang, Nha nude, quy dinh
ctia phap luat khong duoc quan tri€¢t thuc hién nghiém tic;

(3) Con tinh trang can bd, cong churc stir dung may tinh khong ding muc
dich, str dung mdy tinh két ndi Internet dé soan thdo, luu trir tai liéu BMNN,
dung chung thiét bj luu trir ngoai vi (USB, 6 cung di dong...) gitta may tinh két
ndi Internet va may tinh ddc 1ap luu trit, soan thao tai liéu BMNN; str dung thu
dién tr cong vu, hé thong quan 1y van ban va diéu hanh, dich vu nhin tin da
phuong tién (OTT) trén mdi trudng mang Internet dé giri/nhan vin ban, tai lidu
BMNN; str dung cac tai khoan cong vu vo1 mat khau miic dinh, mat khau yéu,
luu thong tin tai khoan/mat khau trén trinh duyét;

(4) Bo phan chuyén trach vé cong nghé thong tin chua trang bi day du
kién thuc vé an ninh mang, chua nhan thuc duge mic dd nghiém trong cta viéc
hé théng bi tAn cong, xAm nhap, 14y nhiém ma doc; khong quyét liét thuc hién
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viéc ra soat, khac phuc, boc g& ma doc khi nhan dugc thong bdo clia co quan
chtrc nidng;

(5) Cong tac xtt ly can by, cong churc tai cac co quan, don vi trong vi
pham c4c quy dinh vé dam bao an ninh mang, an toan thong tin, dé 10 tai liéu
BMNN thoi gian qua con nhiéu han ché, thiéu tinh rin de, dan dén tinh trang vi
pham tai dién ma chua ¢ chuyén bién, con tinh trang cht quan, thiéu nghiém
tuc trong thuc hién quy dinh cua phap luat.

Can cr Thong bao s6 55/TB-BCA-A05 ngay 09/6/2025 ciia Bo Cong an
vé tinh hinh hoat dong tan cong mang, gian diép mang tai Viét Nam thoi gian
qua, d¢é kip thoi phat hién, ngin chin, xir ly tinh trang mét an ninh mang, an toan
thong tin, 16, mat BMNN trén cdc hé théng thong tin thudc pham vi quan ly;
Chu tich Uy ban nhan dan tinh yéu cau cac S¢, ban, nganh cép tinh, Uy ban
nhan dan cic x4, phuong, dic khu, cac td chic, doanh nghiép nha nudc trén dia
ban tinh thue hién mot sb noi dung sau:

1. Tiép tuc quan triét va thuc hién nghiém tic cac quy dinh ctia Pang,
Nha nude, thong bao, hudng dan cua Bo Cong an vé cong tic bao dam an ninh
mang, bdo v¢é BMNN, bdo vé€ dir li€u cd nhan nhu: Luit An ninh mang, Luat
Bao vé bi mat nha nudc, Nghi dinh s6 13/2023/ND-CP, ngay 17/4/2023 cua
Chinh phil quy dinh vé bao vé dit liéu ca nhan va cic vin ban hudéng dan thi
hanh; Chi thi s6 01/CT-TTg, ngay 18/02/2021 ctia Thi1 tuéng Chinh phu vé ting
cuong cong tac bao v€ an ninh mang trong tinh hinh hién nay... Xay dung va
hoan thi€n quy dinh quan ly, st dung va bdo dadm an ninh mang may tinh no1 bo,
mang may tinh c6 két ndi Internet; quy trinh quan 1y, cap phat, thu hdi, st dung
tai khoan cong vu, tai khoan truy cap hé théng thong tin phuc vu hanh chinh
cong, Dich vu cong, mot ctra, phuong an bao dam an ninh mang; phuong an trng
pho, khic phuc su ¢6 an ninh mang cac hé théng thong tin thudc pham vi quan
ly theo quy dinh.

2. Té chirc 14 sot, khic phuc so h, thiéu sot trong cong tac quan 1y, quan
tri, van hanh hé théng mang may tinh tai co quan, don vi. Pinh ky, dot xut tién
hanh kiém tra an ninh mang, ting cudng giam sat an ninh mang, kiém soat truy
cap mang dé kip thoi phat hién cac nguy co mat an ninh mang, an toan thong tin;
ra soat g bd virus, ma doc trén mdy tinh, hé thdng mang may tinh.

3. PAu tu co s& vat chét, trang thiét bi k¥ thuat nhim bao dam an ninh
mang, an toan thong tin. Ra soat, danh gia lai toan by hé théng thong tin tai co
quan, don vi, thay thé cac mo hinh mang, giai phap dam bao an ninh mang da 15i
thoi bang cac gidi phap, thiét bi mdi; trang bi thém cac giai phap phong, chong
virus, ma doc, quan 1y thiét bi dau cudi tap trung; hé thong giam sat, phat hién,
canh bao hoat dong tin cong mang (SIEM/SOC); khong mua sim mdi thiét bi



E

c6 ngudn goc, xuat x tir mot s6 qudc gia, hang cong nghé da bi canh bao ton tai
16 héng bao mat, c6 nguy co mat an ninh mang, an toan thong tin; ddy manh
nghién ctru g dung tri tu€ nhan tao (Al) phuc vu trién khai cé hiéu qua cac
bién phap k¥ thuat nham giam sét, phat hién va vo hiéu hoa hoat dong tin cong
mang, gian di€p mang.

4. Chu trong tuyén truyén, dao tao, tdp hudn, nang cao nhén thirc clia
ngudi dung, can bo, cong chic vé bao dam an ninh mang, biao vé BMNN, bao
v€ dir liéu cd nhan, dam bdo an toan trong qua trinh quan ly, sir dung may tinh,
tai khoan cong vu truy cap cac hé théng quan 1y, diéu hanh tac nghiép, hé théng
hanh chinh cong, Dich vu cong mdt cura; tap huén chuyén sau vé an ninh mang
cho bd phan chuyén trach vé cong nghé thong tin, quan tri hé thong.

5. Phét huy vai tro, trach nhiém cua ngudi dimg dau co quan, don vi ddi
vo1 cong tac bdo dam an ninh mang, an toan thong tin, bdo vé BMNN; xtr ly
nghiém céc tap thé, ca nhan vi pham cac quy dinh, quy ché dé xay ra tinh trang
mat an ninh mang, an toan thong tin, 19, mat dir liéu noi b0, tai liéu BMNN.

Chu tich Uy ban nhan dan tinh yéu cau cac So, ban, nganh, don vi tinh va
cac dia phuong t6 churce trién khai thyc hién theo tinh than chi dao tai Cong vian

nay./e.—

Noi nhin:

- Nhu trén;

- CT va cac PCT UBND tinh;
- Cong an tinh;

-LDVP;

- Phong KGVX;

- Luu: VT, ntgiang.




